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Witness Statement
(CJ Act 1967, s.9 MC Act 1980, ss.5A (3)(A) and 5B, MC Rules 1981, r.70)

Statement of I Name
Age if under 18 Over 18 (if over 18 insert ‘over 18’). Occupation Digital Forensic Analyst

This statement (consisting of 69 Pages each signed by me) is true to the best of my knowledge
and belief and I make it knowing that, if it is tendered in evidence, I shall be liable to prosecution if
I have wilfully stated in it anything that I know to be false or do not believe to be true.

Dated the 30th Day of October 2024
Signatureipersoni _

ial Datajf witness evidence is visually recorded O (supply witness details on rear)

The Cranston Inquiry
STC-2476-24

I work as a Digital Forensic Analyst for Systems Technology Consultants Limited (SYTECH). My main

duties include the analysis of data contained within mobile phones and/or electronic storage devices.

I have knowledge and experience in the process of managing and performing technical analysis of

digital evidence such as mobile devices. This involves the analysis and reporting of digital media

devices. I am experienced in the use of several forensic tools such as MSAB XAMN, Semantic 21

LASERi-X, Cellebrite UFED (Physical and Logical), among other forensic applications. I am a

nationally accredited grader of child sexual abuse material (CSAM), which is a course that is

recognised by the National Police Chiefs Council (NPCC). I have completed over 100 cases relating to

Indecent Images of Children.

I have a BSc degree in Computer Forensics. I have experience in using forensic software, such as

Cellebrite and FTK.

I have no association with any persons understood to be referenced in this case and I am aware of my

obligations under Part 19 of the Criminal Procedure Rules.

Signature Personal Data Signature Witnessed By Personal Data
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1.0. Summary of Instruction

1.1. The instructing party requested a forensic examination of a mobile device attributed to an

investigation as per the above references.

The aim of the examination was the presentation of all user-based data contained within the

exhibit.

The instructing party provided the following exhibit for examination:

Exhibit Reference: Exhibit Type:

Not Applicable Apple - iPhone 7 (A1778)

Original Seal Number:

Not Applicable

Whilst all hyperlinks & clickable links have either been removed or rendered un-clickable during

the production stage of this MG11 Statement, software used on the reviewing computer may,

depending on local settings, automatically re-create these clickable links. Please take care not

to click on any URLs (web addresses) contained within this document.

Disclaimer: The report shall not be reproduced, except in full, without approval of SYTECH.

Requests for removal of selected files are not permitted.

Signature Personal Data Signature Witnessed By Personal Data
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2.0. Examination Summary

2.1. On 16/10/2024, the offices of SYTECH received an Egress link which contained data relating to

an Apple mobile device. This data was downloaded on 16/10/2024 onto an encrypted SSD to

conduct the examination. Please note, the extractions for the Apple mobile device were

provided by The Cranston Inquiry, therefore I am unable to comment on as to whether the

extraction methods were accredited or not.

SYTECH then proceeded to forensically examine the mobile telecommunications equipment as

described in the summary of instruction.

Details of the examinations are as follows:

2.2. The mobile device was examined whereby the raw data was carved automatically and manually

analysed using “Cellebrite Physical Analyser/ Cellebrite Reade/' and any items of interest were

extracted.

2.2.1. The full data results are recorded in the output report Device Examination Report
provided on WJKD-01-291024.

[NB Please note the data exhibits supplied may contain third-party information from

subjects unrelated to this case/investigation. Furthermore, the supplied exhibits may/may

not contain material of indecent and/or adult nature. Therefore, access control and

disclosure should be considered accordingly].

2.3. The associated SIM Card was analysed using the digital forensic tool “Cellebrite Physical

Analyzer/ Cellebrite Reade/’ to search for any live user-based data.

2.3.1. The full data results are recorded in the output report Device Examination Report
provided on WJKD-01-291024.

2.4. All of the above processes conducted at SYTECH were performed following SYTECH’s

procedures and in line with the ACPO guidelines for Digital Forensics.

2.5. On completion of the examination, the generated materials were placed within a password

protected ZIP folder, ready to be returned to the instructing party via Egress.

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0003



Form MG11C

RESTRICTED FOR POLICE USE ONLY
CRIME REFERENCE NO: STC-2476-24
URN:

The Cranston Inquiry
Continuation of Statement of Name

Page No. 4 of 69

WJKD-01-291024 contains:

Device Examination Report represents the technical output and results from the examination

of the Handset and SIM Card’s memory within the timeframes “23/11/2021" and “24/11/2021" for

the Apple mobile device in PDF and Excel formats.

Signature Personal Data Signature Witnessed By Personal Data
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3.0. Summary of Findings

It has been requested by The Cranston Inquiry to provide an overview of the device activity for

the full 48 hours between 23rd November 2021 to 24th November 2021.

3.1. On “23/11/2021”, a number of the following data sets were located on the Apple mobile device:

• Call Log Entries

• System Log Entries

• Web History Entries

• Physical Activity Log

• Image Files

These data sets for “23/11/2021" are provided in further detail within the tables below.

3.2. The following call logs were created on “23/11/2021":

Contact Name: j Telephone Number: Call Log Time/Date: Incoming/Outgoing:

Not Available i Personal I952
L ।

23/11/2021 18:24:20(UTC+0) Outgoing

3.3. The following system log entries were created on “23/11/2021"'.

Application: Identifier: Timestamp: Source:
InCallService InCallService/com.apple.InCallService 23/11/2021

18:24:05(UTC+0)

iPhoneNetworkDataUsage

InCallService mDNSResponder/com.apple.InCallService 23/11/2021

18:24:05(UTC+0)

iPhoneNetworkDataUsage

Please note, the “InCallService" is a background service that is carried out on Apple devices,

which is responsible for managing phone call functionalities, such as making calls.

3.4. The following web history entries were located on “23/11/2021”:

Web Page Title: URL: Last Visited Timestamp: Source:
Not Available “https://www.gstatic.com/mobilesdk/16050

3_mobilesdk/logo/1x/firebase_64dp.png”
23/11/2021

01:59:45(UTC+0)

Safari

Signature Signature Witnessed By
Personal Data i i Personal Data I

TnQ069434_0005
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3.5. The following physical activity log was created on “23/11/2021":

Device Name: From Timestamp: To Timestamp: Distance Travelled: Source:
CGOC’s iPhone 23/11/2021

18:00:00(UTC+0)

23/11/2021

19:00:00(UTC+0)

8.02 Health

3.6. The following image files were created on “23/71/2021":

File Name: File Path: Timestamp:

185414C829F2A96D44CEF1

AC63414AE7FCB56978-blob

AppleJPhone 7

(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/59D0E47A-DEF9-4810-8633-

2D2D2168BD7C/Library/Caches/WebKit/NetworkCache/

Version

16/Records/DCA488437B52C25B972C70547D130A762

C3A9A72/Resource/185414C829F2A96D44CEF1AC634

14AE7FCB56978/

23/11/2021

01:59:45(UTC+0)

en-9-W X Y Z--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

en-8-T U V--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/Telephonylll-8/

23/11/2021

18:23:35(UTC+0)

en-7-P Q R S--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/Telephonylll-8/

23/11/2021

18:23:35(UTC+0)

en-6-M N O--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

Signature Personal Data Signature Witnessed By Personal Data
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en-5-J K L--mask.png AppleJPhone 7

(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

en-4-G H l--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

en-3-D E F--mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

en-2-A B C--mask.png AppleJPhone 7

(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:35(UTC+0)

en-1—mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021
18:23:35(UTC+0)

en-#—mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:36(UTC+0)

en-_—mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:23:36(UTC+0)

en-0-+—mask.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/Telephonylll-8/

23/11/2021

18:23:36(UTC+0)

en-O-+--white.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

23/11/2021

18:24:04(UTC+0)

Signature Personal Data Signature Witnessed By Personal Data
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cation/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

en-_—white.png AppleJPhone 7 (A1778).zip/

root/private/var/mobile/Containers/Data/Application/6809

A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/

23/11/2021

18:24:04(UTC+0)

The file path “root/private/var/mobile/Containers/Data/Application/6809A46F-0883-4EAE-A25E-

82BDF39A7C53/Library/Caches/TelephonyUI-8/' relates to the “Phone" application and the file

path “root/private/var/mobile/Containers/Data/Application/59D0E47A-DEF9-4810-8633-

2D2D2168BD7C/Library/Caches/WebKit/NetworkCache/Version

16/Records/DCA488437B52C25B972C70547D130A762C3A9A72/Resource/185414C829F2A9

6D44CEF1AC63414AE7FCB56978/” relates to the “Safari" web browser application. All of the

media files stored within both file locations are are a result of application cache.

Application cache is data that is temporarily stored onto the device to increase file accessibility

speed, thus enhancing the user’s experience. Cached media files are a result of automatic

system process, therefore the device user would have not knowingly or intentionally created

these media files onto the device, however cached media files do provide an indication as to what

was viewable to the device user at the time of these cached media files being created.

The “Phone" application allows the device user to make and manage phone calls.

The “Safari' application is an Apple web browser that can allow a device user to access and

search the internet.

3.7. The table below displays the overall activity conducted the the Apple mobile device on

“23/11/2021" in chronological order:

Signature Signature Witnessed By
Personal Data Personal Data

INQ009434_0008

Type: Direction: Timestamp: Party: Description: Source:
Web History 23/11/2021

01:59:45(UTC+0)
[Last Visited]

“https://www.gstatic.com/mobile

sdk/160503_mobilesdk/logo/1x/

firebase_64dp.png"

Safari

Images 23/11/2021

01:59:45(UTC+0)

185414C829F2A96D44CEF1A
C63414AE7FCB56978-blob
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[Created]

Activity Sensor

Data

23/11/2021

18:00:00(UTC+0)

[From]

Measurements:

DistanceTraveled,Steps, Total

samples count: 2.00 Distance

Traveled: 8.02

Health

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-9-W X Y Z--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-8-T U V--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-7-P Q R S--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-6-M N O--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-5-J K L--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-4-G H l--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-3-D E F--mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-2-A B C—mask.png

Images 23/11/2021

18:23:35(UTC+0)

[Created]

en-1—mask.png

Images 23/11/2021

18:23:36(UTC+0)

[Created]

en-#—mask.png

Signature
i Personal Data i

Signature Witnessed By
i Personal Data I
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Images 23/11/2021

18:23:36(UTC+0)

[Created]

en-_—mask.png

Images 23/11/2021

18:23:36(UTC+0)

[Created]

en-0-+--mask.png

Images 23/11/2021

18:24:04(UTC+0)

[Created]

en-0-+--white.png

Images 23/11/2021

18:24:04(UTC+0)

[Created]

en-_—white.png

Log Entries 23/11/2021

18:24:05(UTC+0)

InCallService: Wifi ln:0 Wifi

Out:0 Wan ln:172 Wan Out:256

iPhoneNet

workData

Usage

Log Entries 23/11/2021

18:24:05(UTC+0)

InCallService: Wifi ln:0 Wifi

Out:0 Wan ln:13899 Wan

Out:2110

iPhoneNet

workData

Usage

Call Log Outgoing 23/11/2021

18:24:20(UTC+0)

To:

02392211952

00:00:00

Activity Sensor

Data

23/11/2021

19:00:00(UTC+0)

[To]

Measurements:

DistanceTraveled,Steps, Total

samples count: 2.00 Distance

Traveled: 8.02

Health

Signature Personal Data Signature Witnessed By Personal Data
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3.8. On “24/11/2021", a number of the following data sets were located on the Apple mobile device:

• Contacts

• Call Log Entries

• System Log Entries

• Location Data

• Chat Communications

• Physical Activity Logs

• Web Searches

• Web History Entries

• Media Files

These data sets for “24/11/2021" are provided in further detail within the tables below.

3.9. The following contacts were created on “24/11/2021"'.

Name: Telephone Number: Created Timestamp:

41402 444 24/11/2021 16:13:24(UTC+0)

Charlie 24 Nov £95 24/11/2021 01:43:37(UTC+0)

Charlie 24 Nov Personal Datap^S 24/11/2021 01:44:14(UTC+0)

Charlie 24 Nov $79 24/11/2021 01:49:16(UTC+0)

Charlie 24 Nov 057 24/11/2021 01:59:56(UTC+0)

Charlie 24 November Personal Data 3 79 24/11/2021 01:45:39(UTC+0)

Foxtrot 1 -24/11/21 Personal Data^$1 24/11/2021 09:24:29(UTC+0)

Migrant GIN 41437 24/11/21 Personal Data 1^75 24/11/2021 10:59:32(UTC+0)

Whiskey 2 -24/11/21 PD pl1 24/11/2021 12:52:51(UTC+0)

Zulu//24-11-21 PD 380 24/11/2021 08:47:08(UTC+0)

3.10. The following call logs were created on “24/11/2021"'.

Contact Name: Username: Call Log Time/Date: Incoming/Outgoing:

Foxtrot 1 -24/11/21 PD ;791@s.whatsapp.net
_._j

24/11/2021

10:37:51(UTC+0)

Incoming

Charlie 24 Nov PD p57 24/11/2021

04:16:02(UTC+0)

Outgoing

Signature
i Personal Data

Signature Witnessed By
Personal Data

INQ009434_0011
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Charlie 24 Nov

PD

057@s.whatsapp.net 24/11/2021

04:16:01(UTC+0)

Outgoing

Charlie 24 Nov 057@s.whatsapp.net 24/11/2021

03:12:00(UTC+0)

Incoming

Charlie 24 Nov 057@s.whatsapp.net 24/11/2021

02:57:03(UTC+0)

Incoming

Charlie 24 Nov

PD

057 24/11/2021

02:17:22(UTC+0)

Incoming

Charlie 24 Nov 095 24/11/2021

02:10:33(UTC+0)

Incoming

Charlie 24 Nov 095 24/11/2021

02:04:29(UTC+0)

Incoming

3.11. The following system log entries were created on “24/11/2021"\

Application: Identifier: Timestamp: Source:
com.apple.datausage.docsandsync syncdefaultsd/com.apple.da

tausage.docsandsync

24/11/2021

20:27:27(UTC+0)

iPhoneNetwork
Datallsage

com.apple.MobileSMS SMS;-

PD

057 24/11/2021

02:09:21(UTC+0)

InteractionC

com.apple.MobileSMS SMS;- 166 24/11/2021

01:44:36(UTC+0)

InteractionC

com.apple.MobileSMS SMS;- 166 24/11/2021

01:44:05(UTC+0)

InteractionC

com.apple.MobileSMS iMessage;-

PD

095 24/11/2021

01:43:13(UTC+0)

InteractionC

com.apple.MobileSMS iMessage;- 095 24/11/2021

01:42:36(UTC+0)

InteractionC

com.apple.MobileSMS iMessage;- 095 24/11/2021

01:42:34(UTC+0)

InteractionC

3.12. The following location data was created on “24/11/2021" :

Signature

Position: Timestamp:

(50.702411,0.934895) 24/11/2021 10:37:04(UTC+0)

PD
Signature Witnessed By

PD
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(51.150756, 1.759470) 24/11/2021 02:21:22(UTC+0)

(51.149421, 1.754939) 24/11/2021 02:20:41(UTC+0)

(51.146556, 1.748656) 24/11/2021 02:01:07(UTC+0)

3.13. The following SMS/iMessage communications were created on “24/11/2021"-.

Sender: Recipient: Content: Timestamp:

PD

940 (owner) Charlie 24 Nov

PD D95
i i

Check out WhatsApp Business, I use

it to connect with my customers. Get

it for free at

24/11/2021

01:42:34(UTC+0)

940 (owner) Charlie 24 Nov

PD p95
“https://whatsapp.com/biz/” 24/11/2021

01:42:36(UTC+0)

940 (owner) Charlie 24 Nov

PD p95
This is the UK Coastguard. Please

download WhatsApp to send us your

position.

24/11/2021

01:43:13(UTC+0)

Sender: Recipient: Content: Timestamp:

PD

940 (owner) Charlie 24 Nov

PD 166

Check out WhatsApp Business, I use

it to connect with my customers. Get

it for free at

https://whatsapp.com/biz/

24/11/2021

01:44:05(UTC+0)

940 (owner) Charlie 24 Nov

PD p66
This is the UK Coastguard. Please

download WhatsApp to send us your

position.

24/11/2021

01:44:36(UTC+0)

Sender: Recipient: Content: Timestamp:

PD I940 (owner) Charlie 24 Nov

PD i057
Can you share your Google maps

location

24/11/2021

02:09:21(UTC+0)

3.14. The following WhatsApp Business communications were created on “24/11/2021"-.

Sender: Recipient: Content: Timestamp:

System Message Coastguard Dover

Operations Room

(owner)

|Y| Messages and calls are end-to-end

encrypted. No one outside of this chat, not

24/11/2021

11:00:17(UTC+0)

Signature
PD

Signature Witnessed By
PD
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PD i940@s. even WhatsApp, can read or listen to

them. Tap to learn morewhatsapp.net

Migrant 10/10

PD )035@s.
whatsapp.net

Sender: Recipient: Content: Timestamp:

Coastguard Dover

Operations Room

(owner)

PD )940@s.
whatsapp.net

Juliet 1 1 100930

PD i500@s.

whatsapp.net

§ 24/11/2021

01:36:32(UTC+0)

Sender: Recipient: Content: Timestamp:

Coastguarc

Operations

(owner)

PD
i

whatsapp.r

Dover

Room

940@s.

et

Charlie 24
November

PD i@s.
whatsapp.net

This is the UK Coastguard. 24/11/2021

01:49:27(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

Charlie 24

November

PD ?879@s.

whatsapp.net

(?1 Messages and calls are end-to-end

encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to

them. Tap to learn more

24/11/2021

01:49:27(UTC+0)

Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

Charlie 24

November

PD i879@s.

whatsapp.net

Please send us your position. 24/11/2021

01:49:34(UTC+0)

Signature PD Signature Witnessed By PD

INQ009434_0014



Form MG11C

RESTRICTED for police use only
rvivz i-u CRIME REFERENCE NO: STC-2476-24

URN:

The Cranston Inquiry
Continuation of Statement of

Page No. 15 of 69
Name

Charlie 24
November

PD i879@s.
j

whatsapp.net

Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

485d3bea-5e0f-40d8-8391-

f96755ed42c5.thumb

24/11/2021

02:20:41(UTC+0)

Sender: Recipient: Content: Timestamp:

Coastguard Dover

Operations Room

(owner)

PD i940@s.
.i

whatsapp.net

Charlie 24

PD

whatsapp.r

Nov

057@s.

let

Please send us your position 24/11/2021

02:00:39(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)

PD |940@s.

whatsapp.net

Charlie 24 Nov

PD |057@s.

whatsapp.net

(?) Messages and calls are end-to-end

encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to

them. Tap to learn more

24/11/2021

02:00:39(UTC+0)

Charlie 24 Nov

PD )057@s.

whatsapp.net

Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

d0e374dc-ba54-441d-a7bc-

1f899021fe5d.thumb

24/11/2021

02:01:07(UTC+0)

Coastguard Dover

Operations Room

(owner)
PD i940@s.

whatsapp.net

Charlie 24 Nov

L......P.R jo57@s.
whatsapp.net

Can you re send your location 24/11/2021

02:07:27(UTC+0)

Charlie 24 Nov

PD )057@s.
whatsapp.net

Coastguard Dover

Operations Room

(owner)

51c370d5-e8e0-4550-838e-

5cf306398b34.thumb

24/11/2021

02:21:22(UTC+0)

Signature PD Signature Witnessed By I PD

i i

INQ009434_0015



Form MG11C

Continuation of Statement of

RESTRICTED for police use only
rvivz i-u CRIME REFERENCE NO: STC-2476-24

URN:

The Cranston Inquiry
, Page No. 16 of 69

Name

PD |940@s.

whatsapp.net

Charlie 24 Nov

PD D57@s.
whatsapp.net

Coastguard Dover

Operations Room

(owner)

PD i940@s.
i

whatsapp.net

Missed Voice Call 24/11/2021

02:57:03(UTC+0)

Charlie 24 Nov

PD J057@s.
j

whatsapp.net

Coastguard Dover

Operations Room

(owner)
PD )940@s.

whatsapp.net

Missed Voice Call 24/11/2021

03:12:00(UTC+0)

Coastguard Dover

Operations Room

(owner)

PD 940@s.

whatsapp.net

Charlie 24 Nov

PD 057@s.
whatsapp.net

Re send your position please 24/11/2021

03:33:21(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)

PD 940@s.

whatsapp.net

Outgoing call from Coastguard Dover

Operations Room

PD 940@s.whatsapp.net owner)

24/11/2021

04:16:01(UTC+0)

Sender: Recipient: Content: Timestamp:

Coastguard Dover

Operations Room

(owner)
PD i940@s.

whatsapp.net

Foxtrot 1 -

24/11/21

PD 1791@s.
!

whatsapp.net

Hello,this is uk coastguard. Can you send

your location?

24/11/2021

09:25:18(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)
PD i940@s.

whatsapp.net

(5 Messages and calls are end-to-end

encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to

them. Tap to learn more

24/11/2021

09:25:18(UTC+0)

Signature PD Signature Witnessed By PD

! !

INQ009434_0016
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FOR POLICE USE ONLY
CRIME REFERENCE NO: STC-2476-24
URN:

Foxtrot 1 -

24/11/21

PD 791@s.

whatsapp.net

Foxtrot 1 -

24/11/21

i PD 791@s.

whatsapp.net

Coastguard Dover

Operations Room

(owner)

PD )940@s.

whatsapp.net

1649ee66-5fda-4305-a0a1-
d088dfa256c3.thumb

24/11/2021

10:37:04(UTC+0)

Foxtrot 1 -

24/11/21

PD 791@s.

whatsapp.net

Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

Missed Voice Call 24/11/2021

10:37:51(UTC+0)

Coastguard Dover

Operations Room

(owner)

PD l940@s.
whatsapp.net

Foxtrot 1 -

24/11/21

PD [791@s.

whatsapp.net

Has a boat come to you? 24/11/2021

11:37:38(UTC+0)

Sender: Recipient: Content: Timestamp:

Coastguard Dover

Operations Room

(owner)

PD ^940@s.
whatsapp.net

Whiskey 2 -

24/11/21

PD 1011@s.w

hatsapp.net

Hello Mortda

This is UK Coastguard, can you send me

your location? Open google maps, click

the blue dot and send me the numbers.

24/11/2021

12:54:15(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)

PD !940@s.
j

whatsapp.net

Whiskey 2 -

24/11/21

(?) Messages and calls are end-to-end

encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to

them. Tap to learn more

24/11/2021

12:54:15(UTC+0)

Signature PD Signature Witnessed By PD

INQ009434_0017



Form MG11C

RESTRICTED for police use only
rvivz i-u CRIME REFERENCE NO: STC-2476-24

URN:

The Cranston Inquiry
Page No. 18 of 69

Continuation of Statement of Name

PD iO11@S.W

hatsapp.net

Sender: Recipient: Content.- Timestamp:

Coastguard Dover i Personal This is the UK Coastguard. Can you 24/11/2021

Operations Room

(owner)

PD 940@s.

whatsapp.net

Data i444@s.
whatsapp.net

confirm your location? Are you safe? 16:14:01(UTC+0)

System Message Coastguard Dover

Operations Room

(owner)

PD i940@s.
whatsapp.net

i Personal i
Data ^444@s.

whatsapp.net

(?) Messages and calls are end-to-end

encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to

them. Tap to learn more

24/11/2021

16:14:01(UTC+0)

3.15. The following physical activity logs were created on “24/11/2021"-.

Device Name: From Timestamp: To Timestamp: Distance Travelled: Source:
CGOC’s iPhone 24/11/2021

02:00:00(UTC+0)

24/11/2021

03:00:00(UTC+0)

17.85 Health

CGOC’s iPhone 24/11/2021

03:00:00(UTC+0)

24/11/2021

04:00:00(UTC+0)

21.29 Health

CGOC’s iPhone 24/11/2021

07:00:00(UTC+0)

24/11/2021

08:00:00(UTC+0)

14.18 Health

CGOC’s iPhone 24/11/2021

08:00:00(UTC+0)

24/11/2021

09:00:00(UTC+0)

13.63 Health

CGOC’s iPhone 24/11/2021

09:00:00(UTC+0)

24/11/2021

10:00:00(UTC+0)

9.32 Health

CGOC’s iPhone 24/11/2021

12:00:00(UTC+0)

24/11/2021

13:00:00(UTC+0)

9.99 Health

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0018



Form MG11C

RESTRICTED for police use only
rvivz i-u CRIME REFERENCE NO: STC-2476-24

URN:

The Cranston Inquiry
Continuation of Statement of Name

Page No. 19 of 69

CGOC’s iPhone 24/11/2021

16:00:00(UTC+0)

24/11/2021

17:00:00(UTC+0)

12.72 Health

3.16. The following web searches were created on “24/11/2021"'.

Search Term: Timestamp: Source:
51.150757,1.759471 24/11/2021 03:30:05(UTC+0) Safari

english to arabic translator 24/11/2021 11:36:10(UTC+0) Safari

english to arabic translator 24/11/2021 11:36:10(UTC+0) Safari

3.17. The following web history entries were located on “24/11/2021”:

Web Page Title: URL: Last Visited Timestamp: Source:
This Connection

Is Not Private

“https://maps.google.com/?daddr=51.146

557,1,748657&saddr=51.132779,1.34343

1"

24/11/2021

02:01:42(UTC+0)

Safari

Not Available “https://maps.google.com/?daddr=51.146

557,1.748657&saddr=51.132779,1.34343

1”

24/11/2021

02:01:42(UTC+0)

Safari

maps.app.goo.gl “https://maps.app.goo.gl/7utm_campaign

=ml_promo-imf&pcampaignid=ml-nonlu-

md-

imf&apn=com.google.android.apps.maps

&amv=914018424&link=https%3A%2F%2

Fwww.google.com%2Fmaps%2F%4052.

8382005%2C-

2.327815%2C4z%3Fentry%3Dml&isi=58

5027354&ibi=com.google.Maps&ius=com

googlemapsurl&pt=9008&mt=8&ct=ml-

nonlu-md-nlu&efr=1”

24/11/2021

02:01:46(UTC+0)

Safari

Not Available “https://www.gstatic.eom/_/mss/boqdevpla

tform/_/js/k=boqdevplatform.DurableDeep

LinkUi.en_US.P3ycVTz5JC4.es5.O/ck=bo

qdevpIatform.DurableDeepLinkUi.WNYYX

WTa6FI.L.W1.O/am=BA/d=1/exm=LEikZe

24/11/2021

02:01:47(UTC+0)

Safari

Signature
Personal Data

Signature Witnessed By
Personal Data

INQ009434_0019



Form MG11C

RESTRICTED for police use only
rvivz i-u CRIME REFERENCE NO: STC-2476-24

URN:

The Cranston Inquiry
Page No. 20 of 69

Continuation of Statement of Name

,_b,_tp,byfTOb,lsjVmc/excm=_b,_tp,view

ddl/ed=1/wt=2/ct=zgms/rs=ADpVLP5X116

dttjWYhZYSjh1vgly4CcE0w/m=xlldipf,blw

jVc,fKUV3e,aurFic,ws9Tlc,COQbmf,UOaP

gd,NwH0H,Omgal,NpD4ec,x60fie,gychg,r

E6Mgd,ZfAoz,PQaYAf,IPKSwe,yDVVkb,i

Tsyac,KG2eXe,tfTN8c,xcPxA”

Not Available “https://www.gstatic.eom/_/mss/boqdevpla

tform/_/js/k=boqdevplatform.DurableDeep

LinkUi.en_US.P3ycVTz5JC4.es5.O/am=B

A/d=1/excm=_b,_tp,viewddl/ed=1/dg=0/wt

=2/ct=zgms/rs=ADpVLP5m2Z3INOp3pE

WhKtt6mG6od8w2tw/m=_b,_tp”

24/11/2021

02:01:47(UTC+0)

Safari

Not Available “https://www.gstatic.eom/_/mss/boqdevpla

tform/_/js/k=boqdevplatform.DurableDeep

LinkUi.en_US.P3ycVTz5JC4.es5.O/ck=bo

qdevpIatform.DurableDeepLinkUi.WNYYX

WTa6FI.L.W1.0/am=BA/d=1/exm=COQb

mf,KG2eXe,LEikZe,NpD4ec,NwHOH,Omg

al,PQaYAf,UOaPgd,ZfAoz,_b,_tp,aurFic,bl

wjVc,byfT0b,fKUV3e,gychg,iTsyac,IPKS

we,lsjVmc,rE6Mgd,tfTN8c,ws9Tlc,x60fie,x

Udipf,xcPxA,yDWkb/excm=_b,_tp,viewd

dl/ed=1/wt=2/ct=zgms/rs=ADpVLP5XI16dt

tjWYhZYSjh1vgly4CcE0w/m=Wt6vjf,_late

ncy,FCpbqb,WhJNk”

24/11/2021

02:01:47(UTC+0)

Safari

Not Available “https://www.gstatic.eom/_/mss/boqdevpla

tform/_/js/k=boqdevplatform.DurableDeep

LinkUi.en_US.P3ycVTz5JC4.es5.O/ck=bo

qdevpIatform.DurableDeepLinkUi.WNYYX

WTa6FI.L.W1.0/am=BA/d=1/exm=_b,_tp/
excm=_b,_tp,viewddl/ed=1/wt=2/ct=zgms/

rs=ADpVLP5X116dttjWYhZYSjh1vgly4Cc

EOw/m=byfrOb,lsjVmc,LEikZe”

24/11/2021

02:01:47(UTC+0)

Safari

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0020



Form MG11C

RESTRICTED for police use only
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Name

Cannot Open

Page

“https://maps.app.goo.gl/7utm_campaign

=ml_promo-imf&pcampaignid=ml-nonlu-

md-

imf&apn=com.google.android.apps.maps

&amv=914018424&link=https%3A%2F%2

Fwww.google.com%2Fmaps%2F%4052.

8382005%2C-

2.327815%2C4z%3Fentry%3Dml&isi=58

5027354&ibi=com.google.Maps&ius=com

googlemapsurl&pt=9008&mt=8&ct=ml-

nonlu-md-nlu&efr=1”

24/11/2021

02:01:47(UTC+0)

Safari

Cannot Open

Page

“https://maps.app.goo.gl/7utm_campaign

=ml_promo-imf&pcampaignid=ml-nonlu-

md-

imf&apn=com.google.android.apps.maps

&amv=914018424&link=https%3A%2F%2

Fwww.google.com%2Fmaps%2F%4052.

8382005%2C-

2.327815%2C4z%3Fentry%3Dml&isi=58

5027354&ibi=com.google.Maps&ius=com

googlemapsurl&pt=9008&mt=8&ct=ml-

nonlu-md-nlu&efr=1”

24/11/2021

02:01:54(UTC+0)

Safari

This Connection

Is Not Private

“https://maps.google.com/?q=51.150757,
1.759471”

24/11/2021

03:30:05(UTC+0)

Safari

gspe21-

ssl.ls.apple.com

“https://gspe21-

ssl.Is.apple.com/html/attribution-160.html”

24/11/2021

03:30:07(UTC+0)

Safari

Cannot Open

Page

“https://gspe21-

ssl.Is.apple.com/html/attribution-160.html”

24/11/2021

03:30:08(UTC+0)

Safari

This Connection

Is Not Private

“https://maps.google.com/?daddr=50.702

412,0.934896&saddr=51.132876,1.34294

7”

24/11/2021

11:36:03(UTC+0)

Safari

This Connection

Is Not Private

“https://www.google.com/intl/en-

GB/gmail/about/#”

24/11/2021

11:36:08(UTC+0)

Safari

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0021
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Continuation of Statement of Name
i !

google.co.uk “https://www.google.co.uk/search?q=engli

sh+to+arabic+translator&ie=UTF-

8&oe=UTF-8&hl=en-gb&client=safari”

24/11/2021

11:36:10(UTC+0)

Safari

Cannot Open

Page

“https://www.google.co.uk/search?q=engli

sh+to+arabic+translator&ie=UTF-

8&oe=UTF-8&hl=en-gb&client=safari”

24/11/2021

11:36:10(UTC+0)

Safari

3.18. The following image files were created on “24/11/2021” :

File Name: File Path: Created
Timestamp:

PD i879@s-whatsapp- AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/16E23BDF-82A4-4A15-93B6-

D96E9DF88A2E/Library/Caches/spotlight-profile-v2/

24/11/2021

01:49:19(UTC+0)net.png

B02B1DAF-2B90-4AB0-

33C8-9E2F388966D9.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/lntents/lmage

s/

24/11/2021

01:49:29(UTC+0)

IMG_0061.PNG AppleJPhone 7
(A1778).zip/root/private/var/mobile/Media/DCIM/1OOAPP

LE/

24/11/2021

01:49:55(UTC+0)

5003.JPG AppleJPhone 7
(A1778).zip/root/private/var/mobile/Media/PhotoData/Thu

mbnails/V2/DCIM/100APPLE/IMG_0061.PNG/

24/11/2021

01:49:55(UTC+0)

PhotosSearchSection-

at_0_197F6C32-84F0-4F3B-

B11F-C6012274A73A.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/com.a

ppIe.MobileSMS/Previews/Search/

24/11/2021

01:56:05(UTC+0)

PhotosSearchSection-

at_1_11F1181E-A324-4448-

8DD9-0CC12A1DFE25.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/com.a

ppIe.MobiIeSMS/Previews/Search/

24/11/2021

01:56:05(UTC+0)

485d3bea-5e0f-40d8-8391-

f96755ed42c5.thumb

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Shared/Ap

pGroup/0E83E563-1B78-4D43-8E68-

451151C11A9A/Message/Media/[ PD ]879@s.what

sapp.net/4/8/

24/11/2021

03:03:47(UTC+0)

Signature Signature Witnessed By
; Personal Data i i Personal Data i

INQ009434_0022
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W3bb9_5bh9CMpZsHjQF5ht

TrC0WgummWTWsyYfgJ58

OeKOHoA=.png

AppleJPhone 7

(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

Bz642X_2VmaIrC2PgwOInu

+QXFoVmglpplyo6eH_5ec=.

png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:11(UTC+0)

IOGSZ_OjLwKtSF4GQSEHW

3DNbmLVjQaLoYhFkXHRr0i

YwkOnk=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

cuOc1_J15+2z5Fp8TDKyKE

Fvme+mvkZdQeUPbCTOn+

NWAOE10=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

Maja4vhAK3rvubtEIOj93QOe

hfbACB_TIZkwtTYC_hM=.pn

g

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:11(UTC+0)

lh1dyiYVx6Exznwtl91PKfsG4

eWPjrcUSBsVOExk7RU=.pn

g

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:11(UTC+0)

4iPQE_bv1IX41_JU2aHw9C

nGYdHWNOeQ_TyPORGc75

vCJBMHY=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

_6UMN_56VSLw6CH7Bc2R

6mWUXx1V19TXdXOZTRqV

_BvFXyKXk=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

p5CK1_m1yr_9sfFEPkyTJ7q

VGP+Den9eJT1IKvNAgjA4fJ

3Do=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:11(UTC+0)

a9J+kMQKOCGr+xYOd+WU

sXPuTsCXRKoWo6xMpLuZA

60=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:12(UTC+0)

ag4GcJQmtjMWrQnnSxYbE

slHTTi4WmAWJH+YcjSoP7F

CLM6Y=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

a/

24/11/2021

03:30:12(UTC+0)

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0023
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WUjjl_RclGtMCjlUqNcQpQ9

mrQGBWCIPnmGmRZdscA
h7NA5ZI=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/
a/

24/11/2021

03:30:12(UTC+0)

S9YajazEn_Xt9K+3r6DlgSav

JM22ZDMyZ+V6b42cQOA=.

png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021
03:30:12(UTC+0)

6fffFg3XR_eFpgvmZ1x4J4Q

OvlPunBM8s8f9_zVWTUE=.

png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:12(UTC+0)

M9oeDAd8XERpmlXtXASIN

BH+gDg6GeOI+UP7bomiqN

s=.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Sharing/XHC/

24/11/2021

03:30:12(UTC+0)

FDF74038-83D2-460C-

BE5A-2A6D5CB37A8D-

v2.ktx

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Containers/Data/Appli

cation/59D0E47A-DEF9-4810-8633-
2D2D2168BD7C/Library/Safari/Thumbnails/

24/11/2021

03:30:15(UTC+0)

7v6N_qi6sHYN25n156yNMr4
Ep8407UHo11r1VwHAPLQ=.
png
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Kit/PassAssetCache/

24/11/2021

16:12:23(UTC+0)

022506be92638c44de96163

ee41a470a1d775d96

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:24(UTC+0)

Signature Personal Data Signature Witnessed By Personal Data
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a10b137a990618551fb41f62

3586cd3563043145
AppleJPhone 7

(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:25(UTC+0)

90f18b4152a53ab9e8ca757e

359083858dd437d8

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:25(UTC+0)

c6403347cb7b2074efbcc5da

e4030b1d2b249dee

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:25(UTC+0)

170e5ce3897885624918cc4f

0ce336e98525a485

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:25(UTC+0)

cb20a81f9d764081d33bd6c7

52cbb02fbc90f2bc

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:26(UTC+0)

7483b513b751689da7d2efa8

1bb1281d08f95ecc

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:27(UTC+0)

0fcad9e408b8c7c95ab17eb0

6d633ac297bac792

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/Pass

Kit/PassAssetCache/

24/11/2021

16:12:27(UTC+0)

sky20Grey1-6@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:32(UTC+0)

sky20Grey0-5@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:33(UTC+0)

lane_change_chevron_gradi

ent-1@2x.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:33(UTC+0)

sky20Grey2-5@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:33(UTC+0)

Signature Personal Data Signature Witnessed By
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sky20Grey3-5@2x.png AppleJPhone 7

(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:33(UTC+0)

sky20Grey4-6@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:34(UTC+0)

sky20Grey5-6@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:34(UTC+0)

streaks_hz-1@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:34(UTC+0)

streaks_lz-1@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:34(UTC+0)

tunnel_shine-1@2x.png AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/GeoS

ervices/Resources/

24/11/2021

23:22:36(UTC+0)

The file path 7root/private/var/mobile/Media/DCIM/100APPLE/’ refers to the media files being

stored within the “Photos" application on the device.

The file paths 7root/private/var/mobile/Media/PhotoData/Thumbnails/V2/DCIM/100APPLE/',

7root/privateA/ar/mobile/Containers/Data/Application/59D0E47A-DEF9-4810-8633-

2D2D2168BD7C/Ubrary/Safari/Thumbnails/" and

7root/private/var/mobile/Containers/Shared/AppGroup/0E83E563-1B78-4D43-8E68-

451151C11A9A/Message/Media/’ refer to thumbnails. Thumbnails are typically used to store

smaller, lower resolution copies of the original files. These thumbnails are typically used by the

system and applications to display previews of the original files and are automatically created

by the system.

The file path 7root/private/var/mobile/Containers/Data/Application/16E23BDF-82A4-4A15-

93B6-D96E9DF88A2E/Library/Caches/spotlight-profile-v2/’ relates to application cache from

the “WhatsApp Business" application and the file path

“/root/private/var/mobile/Library/Caches/com.apple.MobileSMS/Previews/Searoh/.'.^aieslQ...,

Signature Personal Data Signature Witnessed By Personal Data

INQ009434_0033
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application cache from the “Messages” application. A further explanation of application cache is

provided within section 3.5. of this report.

The file paths 7root/private/var/mobile/Library/Caches/PassKit/PassAssetCache/’,

"/root/private/var/mobile/Ubrary/Caches/GeoServices/Resources/”,

7root/private/var/mobile/Library/Sharing/XHC/’ and

7root/private/var/mobile/Library/lntents/lmages/’ refer to system cache, which are created

automatically by the device.

The file path

“/root/private/var/mobile/Ubrary/Photos/Libraries/Syndication.photoslibrary/scopes/syndication/r

esources/derivatives/' refers to media files that have been synced with iCloud Photo

Library/Shared Albums. The media files stored within this file location are automatically created

by the device.

3.19. The following image and video files possess a changed timestamp for “24/11/2021”\

File Name: File Path: Changed
Timestamp:

chevron.right.svg AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/com.a

ppIe.maps/RAPWebBundle/RAPWebBundleWritable/icon

s/

24/11/2021

02:02:12(UTC+0)

magnifyingglass.svg AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Caches/com.a

ppIe.maps/RAPWebBundle/RAPWebBundleWritable/icon

s/

24/11/2021

02:02:12(UTC+0)

0608AB3A-CBDC-4287-

918F-ADC8D08BA05F.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/0/

24/11/2021

07:04:48(UTC+0)

384BF52B-D3DF-4CD3-

85B0-582B9F88D628.mp4

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/3/

24/11/2021

07:04:49(UTC+0)
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A5DC82F6-3134-49CD-

88D9-92FB6B3EEE74.png

AppleJPhone 7

(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/A/

24/11/2021

07:04:51(UTC+0)

35C06298-C888-40F0-88AD-

82FDECA89E9B.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/3/

24/11/2021

07:04:52(UTC+0)

2DADBF40-E606-4392-

A2A6-799CA93F27F8.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/2/

24/11/2021

07:04:53(UTC+0)

B0CBFE31-C70D-4317-

8DF8-9DBCCFC97AAF.png

AppleJPhone 7

(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/B/

24/11/2021

07:04:53(UTC+0)

7E1BBE97-922F-4A8C-

9ABD-A3A711D56C2D.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/7/

24/11/2021
07:04:54(UTC+0)

CA6F1BA5-C36D-4223-

B285-5F88CA50DCAA.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/C/

24/11/2021

07:04:57(UTC+0)

7CB77DE6-2592-4465-

9AD8-42EF0A422262.mp4

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/7/

24/11/2021

07:04:57(UTC+0)

94910130-FA2B-4D76-

A7FC-4A06C3EE511A.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/9/

24/11/2021

07:04:58(UTC+0)

B5B643BF-6F2C-40C2-

AB4C-5DBB5CF7B3D9.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

24/11/2021

07:04:58(UTC+0)
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es/Syndication.photoslibrary/scopes/syndication/originals

/B/

61B13ADD-968B-4C32-

8113-0410B8F669F4.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/6/

24/11/2021

07:04:59(UTC+0)

B551ED29-6102-4D68-

AF82-BB1E7622DB05.mp4

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/B/

24/11/2021

07:05:00(UTC+0)

CC70D94B-47A8-4B23-

9257-BCA4F06E30AB.mp4

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/0/

24/11/2021

07:05:00(UTC+0)

5300B6D5-0FCA-44E4-

8994-39B9E50E11F3.jpeg

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/5/

24/11/2021

07:05:01(UTC+0)

5B81EF0F-7C45-4878-

B4E2-D209296EB6F3.png

AppleJPhone 7
(A1778).zip/root/private/var/mobile/Library/Photos/Librari

es/Syndication.photoslibrary/scopes/syndication/originals

/5/

24/11/2021

07:05:01(UTC+0)

Please note, the aforementioned media files possessing the changed timestamps for

“24/11/2021", which all possess a created timestamp before “24/11/2021" , therefore these

changed timestamps could be a result of an automatic change in the background that was carried

out by the device and not the device user.

The file path

“/root/private/var/mobile/Library/Caches/com.apple.maps/RAPWebBundle/RAPWebBundleWrit

able/icons/' refers to application cache, which is explained in further detail within section 3.5. of

this report.

The file path

“/root/private/var/mobile/Ubrary/Photos/Libraries/Syndication.photoslibrary/scopes/syndication/

Signature Personal Data Signature Witnessed By Personal Data
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originals/’ refers to media files that have been synced with iCloud Photo Library/Shared

Albums. The media files stored within this file location are automatically created by the device.

3.20. The table below displays the overall activity conducted on the Apple mobile device on

"24/11/2021" in chronological order:

Type: Direction: Timestamp: Party: Description: Source:
Instant

Messages

Incoming 24/11/2021

01:36:32(UTC+0)

From:

PD i500@s.whatsapp.

net Juliet 1 / 100930

Participants:
PD )940@s.whatsapp.

i :

net Coastguard Dover

Operations Room (owner),
PD 500@s.whatsapp.

net Juliet 1 / 100930

WhatsApp

Business

Instant

Messages

24/11/2021

01:42:34(UTC+0)

Instant

Messages

Outgoing 24/11/2021

01:42:34(UTC+0)

From: pd i940i PD

PD 940 (owner)

To: PD Charlie

24 Nov

To:I PD 095 Charlie

24 Nov

Check out

WhatsApp

Business, 1 use it to

connect with my

customers. Get it

for free at

Native

Messages

Instant

Messages

24/11/2021

01:42:34(UTC+0)

Log Entries 24/11/2021

01:42:34(UTC+0)

com.apple.Mobiles

MS: outgoing sms

InteractionC

Instant

Messages

24/11/2021

01:42:36(UTC+0)

Instant

Messages

Outgoing 24/11/2021

01:42:36(UTC+0)

From:! PD i940i pd
i J 1

PD 940 (owner)

Tod PD 995 Charlie

24 Nov

https://whatsapp.co

m/biz/

Native

Messages

Signature PD Signature Witnessed By PD
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To:i PD 095 Charlie
i J

24 Nov

Log Entries 24/11/2021

01:42:36(UTC+0)

com.apple.Mobiles

MS: outgoing sms

InteractionC

Instant

Messages

24/11/2021

01:43:12(UTC+0)

Instant

Messages

24/11/2021

01:43:13(UTC+0)

Participants:
PD 940 PD

PD $4OJ PD 095
Charlie 24 Nov

Instant

Messages

Outgoing 24/11/2021

01:43:13(UTC+0)

From: i PD [940 i pd This is the UK

Coastguard.

Please download

WhatsApp to send

us your position.

Native

MessagesPD 040 (owner)

Tod PD [095 Charlie

24 Nov

To: PD 095 Charlie

24 Nov

Log Entries 24/11/2021

01:43:13(UTC+0)

com.apple.Mobiles

MS: outgoing sms

InteractionC

Contacts 24/11/2021

01:43:37(UTC+0)

[Created]

Charlie 24 Nov

Instant

Messages

24/11/2021

01:44:05(UTC+0)

Instant

Messages

Outgoing 24/11/2021

01:44:05(UTC+0)

From:[ pd 940i PD Check out

WhatsApp

Business, I use it to

connect with my

customers. Get it

for free at

https://whatsapp.co

m/biz/

Native

MessagesPD 040 (owner)

Tod PD h 66 Charlie

24 Nov

To: PD h 66 Charlie

24 Nov

Log Entries 24/11/2021

01:44:05(UTC+0)

com.apple.Mobiles

MS: outgoing sms

InteractionC

Signature PD Signature Witnessed By PD
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Contacts 24/11/2021

01:44:14(UTC+0)

[Created]

Charlie 24 Nov

Instant

Messages

24/11/2021

01:44:36(UTC+0)

Instant

Messages

Outgoing 24/11/2021

01:44:36(UTC+0)

From:i pd 940 pd

PD [940 (owner)
To:] PD h 66 Charlie

24 Nov

To:i PD h 66 Charlie

24 Nov

This is the UK

Coastguard.

Please download

WhatsApp to send

us your position.

Native

Messages

Instant

Messages

24/11/2021

01:44:36(UTC+0)

From: i pd ]940i pd

PD ]940

To: PD 166 Charlie

24 Nov, Tod PD h66
Charlie 24 Nov

Recents

Log Entries 24/11/2021

01:44:36(UTC+0)

com.apple.Mobiles

MS: outgoing sms

InteractionC

Contacts 24/11/2021

01:45:39(UTC+0)

[Created]

Charlie 24

November

Contacts 24/11/2021

01:49:16(UTC+0)

[Created]

Charlie 24 Nov

Images 24/11/2021

01:49:19(UTC+0)

[Created]

PD ;879@s-

whatsapp-net.png

Instant

Messages

Outgoing 24/11/2021

01:49:27(UTC+0)

From: (owner)

To:
PD 879@s.whatsapp.

net Charlie 24 November

To:
PD i879@s.whatsapp.

net Charlie 24 November

This is the UK

Coastguard.

WhatsApp

Business

Signature PD Signature Witnessed By PD I
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Images 24/11/2021

01:49:29(UTC+0)

[Created]

B02B1DAF-2B90-

4AB0-33C8-

9E2F388966D9.pn

g

Instant

Messages

Incoming 24/11/2021

01:49:27(UTC+0)

From: System Message

System Message

Participants:
Personal S879@s.whatsapp.

net Charlie 24 November ,
Personal 940@s.whatsapp.

net Coastguard Dover

Operations Room (owner)

f?1 Messages and

calls are end-to-

end encrypted. No

one outside of this

chat, not even

WhatsApp, can

read or listen to

them. Tap to learn

more

WhatsApp

Business

Instant

Messages

Outgoing 24/11/2021

01:49:34(UTC+0)

From: (owner)

To:
Personal I879@s.whatsapp.

net Charlie 24 November

To:
Personal 5879@s.whatsapp.

net Charlie 24 November

Please send us

your position.

WhatsApp

Business

Images 24/11/2021

01:49:55(UTC+0)

[Created]

IMG_0061.PNG

Images 24/11/2021

01:49:55(UTC+0)

[Created]

5003.JPG

Images 24/11/2021

01:56:05(UTC+0)

[Created]

PhotosSearchSecti

on-

at_0_197F6C32-

84F0-4F3B-B11F-

C6012274A73A.pn

g

Images 24/11/2021

01:56:05(UTC+0)

[Created]

PhotosSearchSecti

on-

at_1_11F1181E-

Signature
Pprqnnal Data I

Signature Witnessed By
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A324-4448-8DD9-

0CC12A1DFE25.p

ng

Contacts 24/11/2021

01:59:56(UTC+0)

[Created]

Charlie 24 Nov

Activity

Sensor

Data

24/11/2021

02:00:00(UTC+0)

[From]

Measurements:

Distance?raveled,
Steps,

Total samples

count: 2.00

Distance Traveled:

17.85

Health

Instant

Messages

Outgoing 24/11/2021

02:00:39(UTC+0)

From: (owner)

To:
PD )057@s.whatsapp.

net Charlie 24 Nov

To:
PD i057@s.whatsapp.

net Charlie 24 Nov

Please send us

your position

WhatsApp

Business

Instant

Messages

Incoming 24/11/2021

02:00:39(UTC+0)

From: System Message

System Message

Participants:

PD 940@s.whatsapp.
i

net Coastguard Dover

Operations Room (owner),

PD !057@s.whatsapp.

net Charlie 24 Nov

(?) Messages and

calls are end-to-

end encrypted. No

one outside of this

chat, not even

WhatsApp, can

read or listen to

them. Tap to learn

more

WhatsApp

Business

Instant

Messages

Incoming 24/11/2021

02:01:07(UTC+0)

From:

PD IO57@s.whatsapp.

net Charlie 24 Nov

d0e374dc-ba54-

441d-a7bc-

WhatsApp

Business

Signature
i Personal Data i Signature Witnessed By

i Personal Data i
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Participants:
PD i940@s.whatsapp.

1f899021fe5d.thum

b

net Coastguard Dover

Operations Room (owner),

PD i057@s.whatsapp.

net Charlie 24 Nov

Locations 24/11/2021

02:01:07(UTC+0)

(51.146556,

1.748656)

WhatsApp

Business

Web

History

24/11/2021

02:01:42(UTC+0)

[Last Visited]

This Connection Is

Not Private

Safari

Web

History

24/11/2021

02:01:42(UTC+0)

[Last Visited]

Safari

Web

History

24/11/2021

02:01:46(UTC+0)

[Last Visited]

maps.app.goo.gl Safari

Web

History

24/11/2021

02:01:47(UTC+0)

[Last Visited]

Safari

Web

History

24/11/2021

02:01:47(UTC+0)

[Last Visited]

Safari

Web

History

24/11/2021

02:01:47(UTC+0)

[Last Visited]

Safari

Web

History

24/11/2021

02:01:47(UTC+0)

[Last Visited]

Safari

Web

History

24/11/2021

02:01:47(UTC+0)

[Last Visited]

Cannot Open Page Safari

Web

History

24/11/2021

02:01:54(UTC+0)

[Last Visited]

Cannot Open Page Safari

Signatijre
i Personal Data i
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4.0. Accreditation Declarations

The evidence in this report has been obtained using the following forensic tools:

Processing/Analysis Software:

Software Name: Version:
Cellebrite Physical Analyzer 7.69.0.10

Cellebrite Reader 7.69.0.10

SYTECH is a UKAS accredited testing laboratory No. 8765.

The results contained within this report are UKAS accredited.

The Full Scope of SYTECH’s accreditation can be found on the UKAS website.

Code of Practice Declaration:

I confirm that, to the best of my knowledge and belief, I have complied with the Forensic Science

Regulator's Code of Practice, V1, October 2023.
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5.0. Declarations

5.1. I have no reason to question the operation of the examination software or computer equipment

used in the examination and retrieval processes. All equipment and software were considered

to have worked correctly.

5.2. During the progression of this case, I have been assisted by other staff at SYTECH, details of

which are available on request.

5.3. I understand that my duty is to the court to achieve the overriding objective by giving independent

assistance by way of objective, unbiased opinion on matters within my expertise, both in
preparing reports and giving oral evidence. I understand that this duty overrides any obligation to

the party by whom I am engaged or the person who has paid or is liable to pay me. I confirm that

I have complied with and will continue to comply with that duty.

5.4. I confirm that I have not entered into any arrangement where the amount or payment of my fees

is in any way dependent on the outcome of the case.

5.5. I am not aware of any conflict of interest created by my role as an expert witness in this matter.

5.6. I have exercised reasonable care and skill to be accurate and complete in preparing this report.

5.7. I will notify those instructing me immediately and confirm in writing if for any reason my existing

report requires any correction or qualification, or if my opinion, set out in the report, changes in a

material way.

5.8. I understand that:

a) My report will form the evidence to be given under oath or affirmation.

b) The court may at any stage direct a discussion to take place between experts.

c) The court may direct that, following a discussion between the experts, a statement should be

prepared showing those issues that are agreed upon and those issues that are not agreed

upon, together with the reasons.

d) I may be required to attend court to be cross-examined on my report by a cross-examiner

assisted by an expert.

e) I am likely to be the subject of public adverse criticism by the judge if the Court concludes

that I have not taken reasonable care in trying to meet the standards set out above.
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5.9. I confirm that I have read the guidance contained in a booklet known as Disclosure: Experts’

Evidence and Unused Material which details my role and documents my responsibilities, about

revelation as an expert witness. I have followed the guidance and recognise the continuing nature

of my responsibilities of disclosure. By my duties of disclosure, as documented in the guidance

booklet, I confirm that.

a) I have complied with my duties to record, retain, and reveal material following the Criminal

Procedure and Investigations Act 1996, as amended.

b) I have compiled an Index of all material. I will ensure that the Index is updated in the event I
am provided with or generate additional material.

c) In the event my opinion changes on any material issues, I will inform the investigating officer,
as soon as reasonably practicable and give reasons.

End of Report
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